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Introduction
1.1

ACE Schools MAT holds personal data about candidates, employees,
trainees, work experience students, pupil, parents, governors, trustees,
contacts, suppliers and other individuals for a variety of business
purposes.

1.2

This policy sets out how ACE Schools MAT seeks to protect personal data
and ensure staff understand the rules governing their use of personal data
to which they have access in the course of their work.

1.3

In particular, this policy requires staff to ensure that the DPO should be
consulted before any significant new data processing activity is initiated
to ensure that relevant compliance steps are addressed.

1.4

The DPO is responsible for the monitoring and implementation of this
policy. If you have any questions about the content of this policy or other
comments you should contact the DPO.

Scope
2.1 This policy applies to all staff, which for these purposes includes
employees, trainees, contractors and all others.
2.2 All staff must be familiar with this policy and comply with its terms.
2.3 This policy supplements ACE Schools MAT’s other policies relating to data
protection.
2.4 ACE Schools MAT may supplement or amend this policy by additional
policies and guidelines from time to time. Any new or modified policy will
be circulated to staff before being adopted.

3

Definitions
3.1

In this policy:
3.1

Business Purposes
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means the purposes for which personal data may be used by ACE
Schools MAT, eg personnel, administrative, financial, regulatory,
payroll, business development purposes and educational purposes.

3.2

Personal Data
means any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data, an
online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity
of that natural person.

3.3

Special Categories of Personal Data
means personal data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union
membership, and the processing of genetic data, biometric data for
the purpose of uniquely identifying a natural person, data concerning
health or data concerning a natural person’s sex life or sexual
orientation. Any use of special categories of personal data must be
strictly controlled in accordance with this policy

3.4 Processing
means any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by
automated means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or
destruction.

4

General Principles
4.1 ACE Schools MAT’s policy is to process personal data in accordance with
the applicable data protection laws and rights of individuals as set out
below. All employees have personal responsibility for the practical
application of ACE Schools MAT’s data protection policy.
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5

6

7

8

Lawfulness, Fairness and Transparency Principle
5.1

Personal data shall be processed lawfully, fairly and in a transparent
manner in relation to the data subject (‘lawfulness, fairness and
transparency’).

5.2

This principle is reflected in ACE Schools MAT’s Fair Processing Notices.

Purpose Limitation Principle
6.1

Personal data shall be collected for specified, explicit and legitimate
purposes and not further processed in a manner that is incompatible
with those purposes; further processing for archiving purposes in the
public interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89 (1), not be considered to
be incompatible with the initial purposes (‘purpose limitation’).

6.2

Staff should make sure data processed by them is accurate, adequate,
relevant and proportionate for the purpose for which it was obtained.
Personal data obtained for one purpose should generally not be used for
unconnected purposes unless the individual has agreed to this or would
otherwise reasonably expect the data to be used in this way.

Data Minimisation Principle
7.1

Personal data shall be adequate, relevant and limited to what is
necessary in relation to the purposes for which they are processed (‘data
minimisation’).

7.2

Staff will ensure that they only process what personal data is required
for their purpose and no more.

Accuracy
8.1

Personal data shall be accurate and, where necessary, kept up to date;
every reasonable step must be taken to ensure that personal data that
are inaccurate, having regard to the purposes for which they are
processed, are erased or rectified without delay (‘accuracy’).

8.2

Individuals may ask ACE Schools MAT to correct personal data relating
to them which they consider to be inaccurate. If a member of staff
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receives such a request and does not agree that the personal data held
is inaccurate, they should nevertheless record the fact that it is disputed
and inform the DPO who will investigate the situation accordance with
this policy.

9

10

Storage Limitation Principle
9.1

Personal data shall be kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for which the
personal data are processed; personal data may be stored for longer
periods insofar as the personal data will be processed solely for
archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with Article 89(1) subject
to implementation of the appropriate technical and organisational
measures required by this Regulation in order to safeguard the rights
and freedoms of the data subject (‘storage limitation’).

9.2

Personal data should not be retained for any longer than necessary. The
length of time over which data should be retained will depend upon the
circumstances including the reasons why the personal data were
obtained. Staff should follow ACE Schools MAT’s data retention policy.

Integrity and Confidentiality Principle
10.1

Personal data shall be processed in a manner that ensures appropriate
security of the personal data, including protection against unauthorised
or unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organisational measures
(‘integrity and confidentiality’).

10.2 Staff must keep personal data secure against unauthorised or unlawful
processing and against accidental loss, destruction or damage in
accordance with ACE Schools MAT’s information security policies.
10.3

Where ACE Schools MAT uses external organisations to process
personal data on its behalf additional security arrangements need to be
implemented in contracts with those organisations to safeguard the
security of personal data. Staff should consult the DPO to discuss the
necessary steps to ensure compliance when setting up any new
agreement or altering any existing agreement.
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11

12

13

14

Rights of Access
11.1

All persons, including staff, shall have the right to obtain from ACE
Schools MAT confirmation as to whether or not personal data concerning
him or her are being processed, and, where that is the case, access to
the personal data and information regarding it.

11.2

All Subject Access Requests should follow ACE Schools MAT’s Subject
Access Request policy and procedure.

Right of Rectification
12.1

All persons, including staff, shall have the right to obtain from ACE
Schools MAT without undue delay the rectification of inaccurate
personal data concerning him or her. Taking into account the purposes
of the processing, the data subject shall have the right to have
incomplete personal data completed, including by means of providing a
supplementary statement.

12.2

All requests for rectification should follow ACE Schools MAT’s
rectification policy and procedure.

Right of Erasure (‘Right to be Forgotten’)
13.1

All persons, including staff, shall have the right to obtain from ACE
Schools MAT the erasure of personal data concerning him or her without
undue delay and ACE Schools MAT shall have the obligation to erase
personal data without undue delay in certain circumstances.

13.2

All requests for erasure should follow ACE Schools MAT’s erasure policy
and procedure.

Right to Restriction of Processing
14.1

All persons, including staff, shall have the right to obtain from ACE
Schools MAT restriction of processing in certain circumstances.
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14.2

15

All requests for restriction of processing should follow ACE Schools
MAT’s restriction of processing policy and procedure.

Notification Obligation Regarding Rectification or Erasure
of Personal Data or Restriction of Processing
15.1 ACE Schools MAT shall communicate any rectification or erasure of
personal data or restriction of processing to each recipient to whom the
personal data have been disclosed, unless this proves impossible or
involves disproportionate effort.

16

17

Right to Data Portability
16.1

All persons shall have the right to receive the personal data concerning
him or her, which he or she has provided to a controller, in a structured,
commonly used and machine-readable format and have the right to
transmit those data to another controller without hindrance from the
controller to which the personal data have been provided, if the data is
processed based on consent or contract and where the processing is
carried out by automated means.

16.2

ACE Schools MAT does not process any personal data by automated
means and, therefore, cannot satisfy the right to data portability.

Right to Object
17.1 All persons, including staff, shall have the right to object to ACE Schools
MAT processing his or her personal data if the processing is based on
legitimate interest. In this case, ACE Schools MAT shall no stop processing
the personal data unless ACE Schools MAT demonstrates compelling
legitimate grounds for the processing which override the interests, rights
and freedoms of the person or for the establishment, exercise or defence
of legal claims.
17.2 Persons have the right to object to ACE Schools MAT processing their
personal data for direct marketing purposes. Where a person does
object, staff should notify the DPO. The person’s email address will be
moved to a suppression list so that they will not receive any further
marketing material.
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17.3 Staff should not send direct marketing material to someone electronically
(eg by email) unless there is an existing business relationship with them in
relation to the services being marketed.
17.4 Staff should contact the DPO or advice on direct marketing before starting
any new direct marketing activity.

18

Automated Decision Making, Including Profiling
18.1 All persons, including staff, shall have the right not to be subject to a
decision based solely on automated processing, including profiling,
which produces legal effects concerning him or her or similarly
significantly affects him or her.
18.2 ACE Schools MAT does not use any automated decision making.

19

Processing of Special Categories of Data
19.1

Processing of personal data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union membership,
and the processing of genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health or data
concerning a natural person’s sex life or sexual orientation shall be
prohibited unless:
19.1.1 The person has given explicit consent to the processing of those
personal data for one or more specified purposes;
19.1.2 Processing is necessary for the purposes of carrying out the
obligations and exercising specific rights of the controller or of the
data subject in the field of employment and social security and
social protection law;
19.1.3 Processing is necessary to protect the vital interests of the data
subject or of another natural person where the data subject is
physically or legally incapable of giving consent;
19.1.4 Processing relates to personal data which are manifestly made
public by the data subject;
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19.1.5 Processing is necessary for the establishment, exercise or defence
of legal claims;
19.1.6 Processing is necessary for the purposes of preventive or
occupational medicine, for the assessment of the working
capacity of the employee.
19.2

20

Staff should not process any special categories of data without
consulting the DPO.

Processing of Personal Data Relating to Criminal
Convictions and Offences
20.1 ACE Schools MAT does process personal data relating to criminal
convictions.

21

Legal Basis for Processing
21.1 ACE Schools MAT uses the following legal basis for the processing of
personal data:
21.1.1 Consent – the person has consented to the processing of his or her
personal data for one or more specific purposes;
21.1.2 Contract – the processing is necessary for the performance of a
contract to which the person is party or in order to take steps at
the request of the person prior to entering into a contract;
21.1.3 Legal obligation – the processing is necessary in order for ACE
Schools MAT to comply with a legal obligation;
21.1.4 Vital interests – the processing is necessary in order to protect the
vital interests of the person;
21.1.5 Public interest – the processing is necessary for the performance of
a task carried out in the public interest or the exercise of official
authority vested in the controller;
21.1.6 Legitimate interests – the processing is necessary for the purposes
of the legitimate interests pursued by ACE Schools MAT or by a
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third party, except where such interests are overridden by the
interests or fundamental rights and freedoms of a person.
21.2

22

23

ACE Schools MAT explains the use of these legal basis in its Fair Processing
Notices.

Consent
22.1

Where ACE Schools MAT bases its processing on consent, ACE Schools
MAT shall be able to demonstrate that the person has consented to
processing of his or her personal data.

22.2

Consent shall be presented in a manner which is clearly distinguishable
from the other matters, in an intelligible and easily accessible form, using
clear and plain language

22.3

A person, including staff, shall have the right to withdraw his or her
consent at any time. The withdrawal of consent shall not affect the
lawfulness of processing based on consent before its withdrawal. It shall
be as easy to withdraw as to give consent.

22.4

Consent is not freely given if it is requested for a contract, but the
processing of the personal data is not necessary for the performance of
that contract.

Data Protection Impact Assessment
23.1

Where a type of processing, in particular using new technologies, and
taking into account the nature, scope, context and purposes of the
processing, is likely to result in a high risk to the rights and freedoms of
natural persons, ACE Schools MAT shall, prior to the processing, carry
out an assessment of the impact of the envisaged processing operations
on the protection of personal data. A single assessment may address a
set of similar processing operations that present similar high risks.

23.2

The DPIA will be overseen by the DPO.
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24

25

International Transfer
24.1

Personal data shall not be transferred outside the EEA (which includes
the EU countries, Norway, Iceland and Liechtenstein) without
appropriate safeguards.

24.1

Staff should not transfer personal data outside of the EU or the EEA
without first consulting the DPO.

Reporting Breaches
25.1

26

27

Staff have an obligation to report actual or potential data protection
compliance failures to the DPO. This allows ACE Schools MAT to
investigate the breach and take appropriate steps, following the breach
notification policy.

Training
26.1

ACE Schools MAT takes the protection of personal data very seriously
and therefore, all staff that process personal data will be trained
according to their role requirements.

26.2

Staff with any questions about data protection training should contact
the DPO.

Consequences of Failing to Comply
27.1

ACE Schools MAT takes compliance with this policy very seriously.
Failure to comply puts both staff and ACE Schools MAT at risk. The
importance of this policy means that failure to comply with any
requirement may lead to disciplinary action, which may result in
dismissal.

27.2

Staff with any questions or concerns about anything in this policy should
not hesitate to discuss these with the DPO.
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